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DIB-VDP received notification of an asset vulnerable to Reflected
XSS via an email POST parameter in the sites registration page.
XSS is a modification that occurs when user input is insecurely
incorporated into HTML markup within a web page. When it does
not escape properly, an attacker can inject malicious JavaScript
which, once evaluated, can activate to show authenticated
sessions and rewrite the design and functionality of the vulnerable
page. The impact of a successful XSS exploitation varies. In a
worst-case scenario, an attacker is able to execute JavaScript code
within the victim’s browser. This opens the door to many scenarios
of which the most common are Session Hijacking, Client-Side
Attacks, or redirecting users to a malicious site. System owners are
encouraged to filter all user input on arrival, encode server data
on output, use appropriate response headers that aren't intended
to contain any HTML or JavaScript and to use a Content Security
Policy (CSP) to reduce the severity of any XSS vulnerabilities

that may still occur. Further reading on the impact of XSS attacks
can be found at the link below:
https://csrc.nist.gov/glossary/term/cross_site_scripting
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